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Purpose:

The Purpose of the system/network administrator policy is to outline responsibilities, guidelines, and standards of conduct for all individuals who function as system/network administrators for ENTER HOSPITAL NAME HERE.  


Policy:

ENTER YOUR HOSPITAL NAME HERE’s system/network administrator policy applies to all system/network administrators at XXXRMC. The term system/network administrator applies to any person who is responsible for the maintenance of XXXRMC’s computer networks, databases, electronic mail (e-mail), Internet connectivity, telephones, pagers, voice mail, fax transmissions, modems, multimedia, video, and all other computer-related communications provided by ENTER YOUR HOSPITAL NAME HERE. Technologies, facilities, and other information resources used for XXXRMC’s information processing, transfer, storage, and communications are also included.
Responsibilities of System/Network Administrators
The operation and creation of the electronic communications systems require personnel to manage, configure, monitor, and administer computer and other electronic communications hardware and software.  The responsibilities of the system/network administrators who configure these services and monitor the performance of these systems include, but are not limited to:

Not disclosing your passwords to anyone.
Storing authentication data (access codes, PIN numbers, password files, encryption keys etc) must be appropriately protected with shadowing, access codes and encryption, etc.
Following the guidelines of their administrative unit as well pertinent ENTER YOUR HOSPITAL NAME HERE policies, applicable laws, and licensing agreements with software manufacturers.
Taking precautions against damage or theft of the systems information or components.
Applying patches and upgrades to utilities and operating systems as necessary.  Proper notification of these changes should be given to users so that program malfunctions can be properly identified and corrected.
Solving problems with usernames and passwords.
Setting up accounts for individuals to access information and services.
Configuring services and systems to fulfill the needs of the organization.
Taking corrective action to improve performance.
Implementing upgrades and corrections to provide enhancements and features.
Monitoring the performance of the services and systems.
Resolving and researching problems.
Evaluating the effectiveness of the current safeguards for controlling security risks.
Identifying external and internal risks to the security, confidentiality, and integrity of ENTER YOUR HOSPITAL NAME HERE information. 
Implementing and complying with security policies and programs.		
Maintaining records of system changes and perform backups and file recovery.
System/Network Administrators Code of Conduct
We intend that this code will emphasize that you are a professional who is resolved to uphold ENTER YOUR HOSPITAL NAME HERE’s ethical obligations and ideals.  You should be committed to maintain the integrity and confidentiality of the computer systems you manage, for the benefit of all involved with them.  While system/network administrators must always be guided by their own professional judgment, ENTER YOUR HOSPITAL NAME HERE hopes that consideration of this code will help when difficulties arise.
User Education
Promote user education concerning issues of network and system functionality and security.  By taking the time to educate users, you may save yourself from future problems.  It is necessary to maintain a friendly and positive attitude towards user questions; otherwise, they might not feel so free to ask them, possibly resulting in larger problems.
Integrity
Due to the nature of the position, the administrator will come into contact with privileged information on a regular basis.  The system/network administrator has the duty to the owners of the information to protect the confidentiality of all such information.  This includes making changes to, ensuring unauthorized users do not have access to, and / or not divulging to a third party that information.
All appropriate effort, in accordance with industry-accepted practices, by the system/network administrator should be made to enforce security measures to protect the computers and the data contained in them.  This includes regularly maintaining software and hardware, preventing unauthorized user access, analyzing levels of system performance and activity, and other security related duties.
System/network administrators must uphold the policies and laws that govern the systems and networks they manage and make all efforts to ensure the same from the users of the systems.  

Attempts to circumvent security measures, access data without a specific “need to know”, plant worms, Trojans or any other forms of sabotage will not be tolerated and will result in immediate termination, prosecution under federal statutes and filing of civil lawsuits.
Infringement
Administrators will not act with, nor tolerate from others, discrimination against authorized users except where such discrimination (unauthorized user) is a necessary part of the job, and then only to the level that such treatment is necessary in dealing with the matter.
System/network administrators will not exercise their powers to access private information other than if necessary for their role as administrator, and then only to a degree that is necessary to perform that role, while remaining within established policies.  Any private information obtained by the administrator must be kept confidential.

Attempts to circumvent security measures, access data without a specific “need to know”, plant worms, Trojans or any other forms of sabotage will not be tolerated and will result in immediate termination, prosecution under federal statutes and filing of civil lawsuits.
Communication
The system/network administrator must keep users informed about computing matters that may affect them, such as sharing of common resources, maintenance, of security, conditions of acceptable use, occurrence of system monitoring, and any legal matters.  This information must be presented in a manner designed to ensure user understanding and awareness.
A system/network administrator will answer questions and give support in a timely and effective manner, while openly declaring any limitations of personal knowledge and conflicts of interest.
Social Responsibility
Due the fast-paced nature of technology, you are required to take action to update and enhance your technical knowledge, which may require studying, taking courses, reading and attending seminars.  This is to ensure the customers and end-users have the advantages and the security of advances in the field.
You are required to maintain and enlarge your understanding of the legal and social issues that arise in computing environments and communicate that understanding to others where appropriate.
A system/network administrator must strive to ensure that laws and policies about computer systems are consistent with ethical principles.
Work Ethic
A superior work ethic will be required to maintain high levels of quality in the work performed.  The system/network administrator is placed in a position of such significant impact upon the business of ENTER YOUR HOSPITAL NAME HERE that the required level of trust can only be maintained by outstanding performance and moral conduct. 
Professionalism
Dealing with users, vendors, consultants, upper management and other system/network administrators requires the utmost care and patience to ensure that you maintain a certain level of respect. 
Actions that enhance the image of the profession are encouraged, and will enable you to build the respect levels of those around you for who you are and what you do.
You will cooperate and support your fellow computing professionals.
Rights
As a system/network administrator you are exposed to potential abuse by irritated users. You have the right to demand fair and courteous behavior from all users, including senior management and administrators that might control your position and manage your paycheck.  Do not tolerate irate behavior from users.  If you feel as though you have been treated badly, document the event and present it to the Director of Information Technology or an appropriate Vice President.

Incidents of Inappropriate Use
This section of the policy governs the role of the system/network administrator dealing with incidents of suspected inappropriate use of communication and computing facilities.
Administrators who encounter cases of suspected inappropriate use, who are advised by a third party, or in the course of their duties, shall be governed by the procedures below for dealing with expected inappropriate use. 

Account Locking and Suspension of Access:  This action will prevent users from accessing their account and subsequently the information therein.  User accounts may be locked by a system/network administrator when:
There is a threat to system or network security that requires the account to be disabled.
There are reasonable grounds to believe that the account is responsible for an event or series of events that seriously degrade system/network performance to the extent that it compromises the other users to continue work.
There are reasonable grounds to believe that the security of the account itself has been jeopardized.
To seal the account and evidence within because there is reason to believe that criminal or other charges may be laid against the user of the account.  
An existing problem, that would otherwise not require this reaction, has persisted despite trying to contact the account owner repeatedly.
Accounts that have been locked in connection with one of the above scenarios will be unlocked as soon as the conditions that required the lock no longer exist.  Accounts will not be locked as a disciplinary measure except as provided for through duly recognized disciplinary procedures.
Access to Electronic Files and Communications: ENTER YOUR HOSPITAL NAME HERE has the right of access to electronic communications for company related purposes, which may include, but are not limited to:
Retain or delete any or all computer files, e-mail messages, or electronic data on ENTER YOUR HOSPITAL NAME HERE systems after an employee leaves the company.
Comply with demands and requests, such as subpoenas, search warrants, audits, and other requests to which ENTER YOUR HOSPITAL NAME HERE is legally required to respond. 
Obtain information relating to situations involving the health or safety of people or property, actions brought on behalf of ENTER YOUR HOSPITAL NAME HERE and any of its employees, and actions brought against ENTER YOUR HOSPITAL NAME HERE and any of its employees.
Maintain system integrity, including maintenance, tracking viruses, performing ordinary system repair, and enhancement.
Perform internal investigations, such as safety and security, requests by the ENTER YOUR HOSPITAL NAME HERE CEO, Vice Presidents, Board of Trustees, and attorneys duly recognized by either the hospital’s CEO or Vice Presidents.
Incidents
System/network administrators are obligated to notify the Chief Information Officer of all incidents.  All incidents of suspected inappropriate use should be reported and follow-up actions will be communicated with Senior Management.  Incident reports should consist at minimum of the following information:
Date and time of the incident.
Information about the accounts involved.
Name and job title of the account holder.
The type of use/abuse suspected.
Investigating system/network administrator’s name.
The action taken and the grounds for that action.
Any further action suggested, requested, or required.
Disciplinary Action
The system/network administrator will communicate the facts of any incident to the Chief Information Officer, who will present the facts to the appropriate Vice President.  The Vice-President has the authority to make the decision of further actions to be taken in consultation with the system/network administrator’s recording of the incident.  Any resulting action is to follow procedures outlined in the company’s collective policies and/or the terms and conditions of employment.
Procedures for Dealing with Incidents of Suspected Abuse
Administrators who discover or who are privy to information of an incident which appears to breach the policy of inappropriate use of communication and computing facilities will follow these steps:

1. Record all relevant details and any follow-up action and communicate to the Chief Information Officer.
2. Promptly inform management of the affected administrative unit of any computing incidents which clearly compromise system or network integrity, including but not limited to, data loss or theft, inappropriate systems or information access, notification from outside individuals or institutions of any incident, and any other breach or violation of IT policies of which you become aware.
3. Isolate and remove the affected computer device, if appropriate, from the network and notify IT and the appropriate administrative management unit.
In cases where disciplinary action is not required, notify the account owner of the incident and request an explanation via e-mail, phone, or fax.  If repeated attempts to contact the account owner fail to resolve the issues, the account may be locked.
Perform follow-up action as directed and authorized.  This may include temporary restriction of access to accounts by the account owner, deletion or examination of material in the user account, deletion of accounts, or other appropriate steps.
Enforcement
Any employee who is found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.   Attempts to circumvent security measures, access data without a specific “need to know”, plant worms, Trojans or any other forms of sabotage will not be tolerated and will result in immediate termination, prosecution under federal statutes and filing of civil lawsuits.

System/Network Administrator Policy
I have read and understand the policy. I understand if I violate the rules explained herein, I may face legal or disciplinary action according to applicable law or company policy.

Name: _______________________________________________


Signature: ____________________________________________


Date: ________________________________________________

