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HOSPITAL NAME HERE
 Internal (IT) Service Level Agreement

[bookmark: _Toc9122660][bookmark: _Toc12187992]Introduction
This Service Level Agreement has been written for the staff of the Information Technology department within ENTER YOUR HOSPITAL NAME HERE.  This Agreement defines performance standards and expectations for the support staff as relates to the services delivered to IT’s customers, and describes how the support staff interacts with the Help Desk.  The intent of this document is to ensure that all support staff have a clear set of performance standards and expectations which will guarantee that all of IT’s customers will receive consistently high quality services.  

[bookmark: _Toc9122663][bookmark: _Toc12187993]Scope of Services
The scope of this agreement is to include support functions within the IT department, including server, desktop, telecommunications (including voice communications), and network communications support.

[bookmark: _Toc12187994]On-call Standards
On-call Standards exist so that all support staff understand the requirements associated with being “on-call”.  Since there are numerous support staff members involved with on-call services, misunderstandings between staff can occur unless requirements are documented.  The following table describes various standards that relate to all on-call support staff and the Help Desk staff that often have to contact them:
	On-call Topic
	Standard

	On-call Rotation Time
	The On-call Rotation will be at 9:00 am on Monday mornings.  This is the time at which on-call duties will transfer.  PLEASE NOTE:  All calls for IT services during regular business hours should be directed to the help desk at 719.555.1212 and leave a message if necessary.  

	On-Call Schedules
	On-call schedules will be posted on the intranet, and scheduled personnel are responsible to ensure that the posted schedule is updated in case of any changes.  Additionally, emails are to be sent to the Director of Information Technology if any changes are made to the posted schedule.  (Hamons, Spencer).  The IT staff member on-call will “check-out” with the operator daily while on call.

	Communications Device
	All on-call staff will be assigned pagers which are to be in their immediate possession when on-call. The on-call pager number is 719.555.1212.

	Contact Methods – Normal Hours - Monday thru Friday (except holidays) 7am to 5pm
	For all Priority 1 and Priority 2 incidents, the Help Desk will take all calls and assign those calls to staff as appropriate.  The on-call person is expected to understand all outstanding issues at the close of the business day.  This is to be accomplished at the end of each day, with the on-call technician polling all staff of for any outstanding tasks, and the steps that have been performed to resolve the issue

	Contact Methods – After Hours
	For all Priority 1 and Priority 2 incidents, the users will call the on-call person's pager number first.  The IT staff member on-call is expected to return the call within 15 minutes.  If the call has not been returned within 15 minutes, a second page should occur.  After 15 minutes, a third page should be initiated.  If that page is not returned within 15 minutes, the staff member should contact the Director of IT or CIO at XXX.XXX.XXXX directly.  The reason for repeating the page 3 times over a 45 minute period is due to the poor pager coverage in the San Luis Valley and even within some areas of the hospital.

	Contact Acknowledgement
	When the on-call person returns the page to the number identified, the IT staff member will take all relevant information and provide the caller with instructions and an anticipated time of resolution.

	Incident Ownership
	Those on-call have “ownership” of incidents assigned which includes full responsibility of contacting others to respond to the incident.  Exceptions to this standard may occur due to unusual circumstances.

	Primary/Secondary Support
	While it may be necessary for the primary person on-call to contact a secondary person to fully resolve the issue, the responsibility for response remains with the primary on-call person.  

	Incident Transfers - Normal Hours - Monday thru Friday (except holidays) 7am to 5pm
	If an outside support agency is required to assist in solving an issue during normal business hours, this support will be coordinated directly with the IT Director prior to making contact with outside support groups.  

	Incident Transfers - After Hours
	If on-call staff determines that an incident requires the immediate assistance of outside support agencies, the on-call staff is empowered to initiate the process of getting the outside support agencies notified of the issue.  After notifying the appropriate outside agency, the primary on-call staff member will contact the Director of IT of CIO at XXX.XXX.XXXX to inform him of the issue, status, and suspected resolution.  The purpose of this is to assure the highest level of customer support, while retaining fiscal responsibility.  

	On-call Schedule Changes
	All on-call changes should be coordinated with staff and communicated to the Director of IT, or the CIO in the Director’s absence, for approval.



[bookmark: _Toc12187995]Incident Processing Standards
Incident Processing Standards exist so that the techniques of managing incidents are consistently applied.  The common application of these standards will allow incident and response reports to be meaningful and will present a common “look” to the responses provided to the customers.  The following table describes various standards that relate to Incident Processing:
	Topic
	Standard
	Responsibility

	Routing Requests to the Help Desk
	All support/service requests are to be routed through the Help Desk.  Phone calls, emails and other requests for problem support outside the Help Desk channel should be redirected to the Help Desk in an appropriate manner.  For emails, simply forward the email to the Help Desk, copy the originator of the email, and note any special routing instructions for the issue so the Help Desk assigns the incident properly.  Please comment to the originator that for future incidents, to please send the message to HelpDeskEmail for a more prompt response.
	ALL IT STAFF

	Capture the Request
	A Help Desk consultant will capture all requests by phone, email, or voicemail and verify the details concerning the customer and the hardware/software involved.  If the request relates to non-standard software or hardware or if a project request is needed, the customer will be notified and advised on how to proceed.  
	ALL IT STAFF

	Log Request into the Database
	The Help Desk consultant will open an incident in the call management system.  Information to be recorded in the incident will include the customer’s name, phone number, location, description of the problem, and time of request.
	ALL IT STAFF

	Attempt to Solve Request
	The Help Desk consultant (first level support) will attempt to solve all requests via telephone or by “shadowing” utilizing Citrix. 
	HELP DESK

	Complete Incident Request
	If the Help Desk Consultant is unable to solve the request, the logged incident will be finalized as an open service request.  The Consultant will verify the contacts for the requestor for all shifts, and an incident number will be provided.  If appropriate, the requestor will be asked to notify the personnel on other shifts of the incident.  The attempts to resolve the request will be recorded in the incident journal.  The incident will then be assigned to a particular service group to be resolved.
	HELP DESK

	Incident Prioritization
	The Help Desk Consultant will assign a priority to newly created incidents as per the levels described in the chart in the following section entitled, “Call Prioritization Levels & Service Commitments”.  Once assigned, the prioritization can be changed as needed by the tracker.
	HELP DESK

	Acknowledgement of Assignment
	The person assigned will acknowledge the assignment on the 'Assignment' tab within the incident.
	ASSIGNED TECH

	Acknowledgement of Receipt of an Incident
	The assigned technician will email or call the customer to acknowledge receipt of the incident within one day of assignment, and make a journal entry in the incident reflecting the manner of contact.
	ASSIGNED TECH

	Status Updates to Journal
	The tech/analyst will make journal entries to update the progress of any incident, including contacts with outside vendors and technical information that may be utilized at a later time to determine effectiveness of support.
	ASSIGNED TECH

	Incident Transfers
	If the assigned staff determine that an incident should be transferred to an outside vendor for resolution, the transfer must be done by the originally assigned staff, who will also notify the IT Director of their determination.  The IT Director will make the final decision to transfer a request if the transfer will require purchased services.  The assigned staff should also send an email to the person the incident is transferred to noting the transfer and any pertinent details.
	ASSIGNED TECH

	Call Notification Form
	When a visit is made to the customer's work location, the tech/analyst will fill out the call notification card with the name of the technician, the incident number, the status of the request or what was done to resolve the incident.  If the issue cannot be resolved in one visit, a return time will be noted on the card.
	ASSIGNED TECH

	Verify Completion
	Once the task has been completed, the tech/analyst will verify with the customer that the problem has been resolved to their satisfaction.  Although this verification does not require authentication by the user, it should be recorded in the incident journal record or incident close description.  The method of validation must be recorded.
	ASSIGNED TECH

	Incident Closure
	After completing all documentation and verifying that the solution reached is satisfactory to the customer, close the incident.
	ASSIGNED TECH

	Reopening an Incident
	If an incident is reopened an email will be sent to the tracker originally assigned, with a copy to the previously assigned tech/analyst.  Included in the email will be the incident number, call description and the name of the individual requesting the incident be reopened.  In most instances involving high priority incidents, the tracker will also be paged.  If an incident is reopened, the IT Director must be notified for quality assurance.
	HELP DESK

	Enterprise-Wide Problems
	If a problem is found to originate in a system that affects a wide area (Paragon, Network Wide, Citrix) notify the IT Director immediately.  The IT Director will evaluate and determine if the problem has the potential to adversely affect business operations and will notify those business unit managers and executives as necessary.
	ASSIGNED TECH

	Unresolved Incidents
	If the assigned tech/analyst cannot respond to an incident within the timeframe established in the ENTER YOUR HOSPITAL NAME HERE Help Desk Service Level Agreement or resolve the incident within a reasonable period of time, the tech/analyst should communicate this information to the Director of IT for further analysis.
	ASSIGNED TECH




[bookmark: _Toc12186883][bookmark: _Toc12187996]Call Prioritization Levels & Service Commitments
The Help Desk prioritizes requests for support and commits Response Times during Normal Working Hours according to the following priority guidelines:  

	
Priority Scale
	
Definition
	
Response Time
	Estimated Resolution

	· Priority #1
	Critical system or component down or severely degraded
Example:  Citrix Server down, Paragon Module giving house-wide error messages.
	Immediate
	As soon as possible

	· Priority #2
	Non-critical system or component down or degraded.
Example:  Laboratory printer form feeds working erratically, Radiology image transfer working slowly between hospital and Nighthawk (but transfers complete successfully). Critical PC is inoperable.
	Four hours or less
	Variable, depending on request

	· Priority #3
	Routine requests, such as repairs, connectivity requests, new user accounts, use of hardware and applications.
Example:  Personal printer in a managers office not working, physician or manager requests VPN setup.
	Three (3) business days or less
	Variable, depending on request

	· Priority #4
	Hardware installation and/or moves 
Example:  Department requests to move a staff member from one desk to another desk, Department requests a new printer be installed.
	Five (5) business days or less
	Ten (10) business days, or less



These Response and Resolution times are based on service requests for current departments for their existing complement of computers and printers.  Requests to install equipment for a new unit and requests that require cable installation may require coordination with outside companies, and will therefore be dependent upon those companies’ schedules and ability to provide services.  The completion time for these types of service requests will be estimated individually.
[bookmark: _Toc9122669][bookmark: _Toc12187997]Approvals

This ENTER YOUR HOSPITAL NAME HERE IT Service Level Agreement has been reviewed and approved by the ENTER YOUR HOSPITAL NAME HERE Chief Information Officer and has been presented to Senior Management, for application to all IT support personnel.  By signing below, the signer indicates this agreement has been read and understood, and agrees to comply with the guidelines, procedures, and requirements stated within.  


_____________________________________________
PRINTED NAME OF SIGNING STAFF MEMBER


_____________________________________________
SIGNATURE


_____________________________________________
DATE
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